HNudopmManuoHHas naMaTKa 418 00y4alomuxcs s pasMemeHus Ha
opuuuanbuabIX MHTEpHET-pEcypeax

C KaXIbIM TOIOM MOJIOJIE)KH B HHTEPHETE CTAHOBUTHCA GOJpINE, a MKOJBHHKH OJHH H3
caMBIX aKTHBHBIX IOJb3oBarened PyHera, Mexay TeM, INOMHMO OrpOMHOrO KOJIH4YeCTBa

BO3MOYKHOCTEHN, HHTEpHET HeceT M mpobJieMsl. DTa naMsaTKa JOJDKHA MoMoyb Tebe Ge3omacHo
HAXOJMUTECS B CETH.

KomnviomepHnule supycol

KoMmmpioTepusiit  BUpyc — 3TO  PasHOBHAHOCTh  KOMIBIOTEPHBIX — IPOTpPamM,
OT/IMYMTENPHONH OCOOEHHOCTHIO KOTOpOH SIBJIEICS CIIOCOOHOCTh K PasMHOXKEHHMIO. B
JIOTIOJIHEHHE K 3TOMY, BHPYCBHI MOTYT IOBPEJIUTH MM TONHOCTBIO YHHYTOXHTH Bee Gaiisl u
JIaHHBlE, NMOJKOHTPOJIBHBIE MOJIB30BATENIO, OT HMEHH KOTOPOro Obula 3amyleHa 3apax€HHas
nporpamMmMa, a TaK)Ke MOBPEJMTh HIH JlaXKe YHHYTOXHTh ONEpalHOHHYIO CHCTEMY CO BCEMH
paitnamu B uenoM. B GosibmmucTse ciyyaes pacnpoCTPaHSIOTCS BUPYCHI Yepe3 HHTEPHET.

MeTois!1 3aLMTEI OT BPEAOHOCHBIX IPOrPaMM:

1. Ucnonp3yit COBpeMEHHbIE ONEPALMOHHBIC CHCTEMBI, HMEIONME CEPLE3HEIN YPOBEHD
3a0IATHL OT BPEAOHOCHBIX IPOrPaMM;

2. TlocTosHHO YyCTaHaBaMBai mauru (uudpoBhle 3aIUIATKH, KOTOPHIE aBTOMATHYECKH
YCTAHABJIMBAIOTCA C LEJBIO J0pabTKM NpOrpamMMmbl) M JApyrue OOHOBNIEHHs CBOEH
onepalMoOHHOM cuctemMbl. CkauuBai HX TOJBKO C OQHIMATBHOrO caliTta paspaboTynka
OC. Ecimu cymecTByeT pexuM aBTOMaTHYeCKOro 0OHOB/ICHHMS, BKIIIOYH €ro;

3. PaGorait Ha cBOeM KOMIbIOTEPE MOJ NIpaBaMH IOJIL30BATE)ls, & HE aIMHHHCTPATOPA.
JT0 HE MO3BOJMT OONBIUMHCTBY BPEAOHOCHBIX IPOrPaMM MHCTAJUIMPOBATHCS HA
TBOEM MEPCOHATLHOM KOMIIBIOTEPE;

4, Wcnons3yit aHTHBHPYCHBIE NPOrpaMMHBIE IPOAYKTHI M3BECTHEIX IIPOU3BOAHUTEINEH, C

aBTOMAaTH4YeCKUM OOHOBIEHHEM 0a3s;

Orpanuyp Guauueckuii JOCTYN K KOMIBIOTEPY UL IIOCTOPOHHMX JIHLL;

Wcnionp3yi BHENIHKE HOCHTENTM HH(OpMaLuy, Takue Kak ¢remka, THCK Wik ¢aiin u3

HHTEPHETA, TOJIBKO K3 NPOQEPEHHBIX HCTOYHHKOB;

7. He oTkpeiBa#t KOMIBIOTEpPHBEIE (alibl, MMOJYYEHHBIE H3 HEHANEXHBIX HCTOYHHKOB.

Jlaxe te daitnel, xoTopsie mpucaan TBOH 3HAKOMBIH. Jlydmie yTouHH y Hero,
OTIIpaBJIS K OH Tebe ux.

o w

Cemu WI-FI

Wi-Fi - 970 He BHJI Iepe/1ayu JaHHbIX, HE TEXHOJIOTHs, a BCero Jub 6penn, Mapka. Eie
B 1991 roay Hujepnanjackas Kommanus saperucrpuposaia Gpern « WECA», uro obo3ragaio
ciosocoueranue « Wireless Fidelity», koTopslil mepeBoauTes kak «6ecnpoBojiHas TOYHOCTEY.

Jlo namero BpemeHu jouuia apyras aO0peBuarypa, KoTOpas SBJACTCS Takoi ke
TexHonoruel. 1o abOpeBuarypa « Wi-Fin. Takoe nasBanne Gp110 J1aHO ¢ HAMEKOM Ha CTAHAAPT
BBICIUMI 3ByKOBOH TexHHKHM Hi-Fi, uTo B nepeBoae oznavaer «BbICOKask TOYHOCTDY.

Ma, GecnnaTabii HHTEPHET-AOCTYII B Kade, OTeNsAX H adponopTrax SBISETCS OTIHYHOMN

BO3MOXHOCTBIO BBIXOJa B MHTepHeT. HO MHOrHe SKCepThl CYATAIOT, 9TO 00meaocTynHbe Wi-
Fi cetu He sBisroTca 6€30NaCHEIMH.

Cosetsl 0 Ge3onacHocTr pabote B o6menocTynHeIX ceTax Wi-fi:



He nepenaBait cBoio nuuHyro uHpOpMaiuio depe3 obmenoctynHeie Wi-Fi cerw.
PaGoras B HHX, KenareJbHO HE BBOJMTH IAPONM JOCTYIA, JOTHHBI M KaKHe-TO
HOMeEpa;

Ucnone3yit 1 00HOBNIS aHTUBHPYCHBIE porpaMMbl M GpanaMayep. TeM caMbIM ThI
obe3onacuuib ceds OT 3aKayKu BUpYca Ha TBOE YCTPOMCTBO;

[Ipu wucnonszoBanuu Wi-Fi otkmoun ¢ynxmmio «OO6mmit poctyn x dalinam u
npuHTepam». JlanHad dyHKUMA 3aKpRITa [0 YMOJYAHHWIO, OAHAKO HEKOTOpHIE
IIOJIB30BATE/IH AKTHBUPYIOT €€ wia ynobeTBa HCIIONIb30BaHAsA B paboTte nim y4debe;

He ucnone3yit nyonuussit WI-FI nng nepenaum JMYHBEIX JAHHBIX, HalpUMeEp VIS
BBIXOJIa B COLIMANTBHBIE CETH HJIH B NMEKTPOHHYIO TIOYTY;

Unone3yt Tonsko 3ammmennoe coepunenne depes HTTPS, a ne HTTP, T.e. mpu
nHabope Beb-aapeca BBoaH uMeHHO «https://»;

B wmoOunpHOM TenehoHe oTkmoun oynxkmmro «[lomxmouenne k  Wi-Fi

aBTOMaTn4eckuy». He momnyckai aBToMaTH4eCKOro NOAKIIOYEHHS YCTPOHCTBA K CETAM
Wi-Fi 6e3 TBOEro coriacusi.

&
CO!{MCUIbele cemu

CoumajibHbIe CETH aKTHBHO BXOJAT B Hally JKH3Hb, MHOTHE JIIOOM paboTaiOoT U JKUBYT
TaM TOCTOSHHO, a B Facebook yie 3aperucTpupoBaH MUUTHAPH 4E€JIOBEK, YTO ABJACTCH OXHOM
CeObMOH BCEX JKHTENEH IUIaHeThl. MHOrue Iosb30BaTe/ld HE MOHHMMAIOT, 4TO MHGOpManusd,

pasMEIIEHHAas UMH B COLIHATBHBIX CETAX, MOKET ObITh HalieHa W MCIOJB30BaHa KEM YTOIHO, B
TOM YHCJIE€ He 0043aTeIbHO ¢ OariMu HAMEPEHHAMH.

OCHOBHEIE COBETEI 110 ©€3011aCHOCTH B CONMATBHBIX CETAX:

1.

2.

Orpanudb CHHCOK apy3el. ¥V Tebs B Apy3psiXx HE JODKHO OBITH CIyYaMHBIX H
HE3HAKOMBIX JIOZIEH;

3amuinai cBOIO 4acTHYIO Ku3Hb. He ykaspmBait mapomu, Tenedomsi, agpeca, gary
TBOErO POKACHUS M JPYIYIO JIHYHYIO HHGOpMAalMIO. 3NOYMBIIUIEHHUKH MOTYT
HCIIOJIB30BATE OaiKe PIH(i)OpMaU.HIO 0 TOM, KaK Tbl H TBOH POJIHTEIIH nnaﬂnpyc'rc
NPOBECTH KAHUKYJIBI,

3aumInai CBOIO perryTalHio - ACPXKH ee B YHCTOTe H 3ajaBai cebe BOIpoc: Xoren 05l
Thl, 4TOOBI JPYrHe NONB30BATENH BHAEIH, 9TO THI 3arpyxaems? Iloxymai, npexne
YeM YTO-TO OmyOIMKOBATh, HANMKMCATh U 3arPY3HUTh;

Eciny THI TOBOpHINE ¢ JIIOABMH, KOTOPIX HE 3HAEIlb, HE HCIOJIE3YH CBOE peajbHOEe
MM M JIPYryio JMYHYI0 HH(pOpMAIMH: MMS, MECTO XHTEeIbCTBA, MecTO y4yeOhl W
npo4ee;

HUsberaii pasmemenus dororpaduit B UnTepHeTe, rae Tel H300paXKeH Ha MECTHOCTH,
10 KOTOPOH MOXXHO OTIpeAeuTh TBOE MECTOIOJIOKEHHE;

ITpu perucTpanuy B CONMANBHON ceTH HEOOXOAMMO HCIIONIB30BATh CIIOXKHEBIE [TAPOJIH,
cocrosimue 13 OykB ¥ TP ¥ ¢ KOMMYECTBOM 3HAKOB He MeHee §;

st couranbHOM CeTH, MOYTBI H APYTHX CaHTOB HEOOXOIUMO HCIIONB30BaTh Pa3HbIe

naposu. Torna ecu Te6s B3JIOMAIOT, TO 3JOyMBIIUIEHHUKH IIOTY4YaT JOCTYI TONBKO
K OJHOMY MECTY, a He BO BCe cpa3y.

OnexmporHble OeHbeU

OJeKTPOHHBIE IeHbI'H — 3TO 04YEeHb yHOOHBIM croco® marexei, OXHAKO CYIIECTBYIOT
MOIIEHHUKH, KOTOPHIE XOTAT MOJYYHTE 3TH JIEHBIH.

OJNEKTPOHHBIE JICHBIH MOSBUIMCH COBCEM HEJABHO W MMEHHO M3-38 3TOro BO MHOTHX
rOCyapcTBax JI0 CHX TOp He MPOIMUCAHO NPO HAX B 3aKOHAX.



B Poccun ke oHH (YHKIMOHMPYIOT H O HHX YK€ NPONMCAHO B 3aKOHe, Ile muX
Pa3Ae/IAOT HAa HECKONBKO BHAOB — aHOHMMHBIC M He AHOHMMHBIE. PasHuIa B TOM, 4TO
AQHOHUMHBIC - 3TO T€, B KOTOPHIX pa3pelnaercs NMPOBOAMTH onepaunuu 0e3 HaeHTH(UKAIHH
T0J1b30BaTeNIs, @ B HEAHOHUMHBIX WACHTH(OHKAIMH I0JTb30BATENS SBISETCS 06A3aTCIPHOM.

Taxxe cienyeT pasznuyarh JJCKTPOHHbIC (PHATHBIC NCHBIH (PaBHEI IOCYNAPCTBEHHLIM
BAIIOTaM) ¥ JJIEKTPOHHbIE Hed;ma'mme JeHbrH (He paBHBI IOCYIaPCTBEHHBIM BAIIOTaM).

OcHoOBHBIE COBETHI 10 6e30omacHoi paboTe ¢ AIEKTPOHHBIMH JeHbraMu:

1. Ilpuesoxu Kk cyery MoOMIBHBIN Tenedon. D10 camblil ynoOHBIH u ObICTpEIH cnocob
BOCCTAHOBHTBH JOCTYI K cdery. IlpuBsa3aHHbIN TenedOH MOMOXKET, €ClH 3alynemsb
CBOM ILTATEXHBIA APOJIb WIIH 3aiijiens Ha caT ¢ HE3HAKOMOI'0 YCTPOHCTBa;

2. Hcnmone3yi omHopasoseie mapoid. Ilocne mepexona Ha YCHICHHYIO aBTOPH3AIMIO
Tebe yxe He OyAeT yrpoxaTh ONaCHOCTH KPaXku HJIH IIEPeXBaTa IIATEXXHOro napois;

3. Bruibepu cnoxusbii napons. IlpecrymHukam OyzmeT He HpPOCTO Yraaarh CIIOMKHBIMA
naponb. Hazexxneie maposiu — 3T0 napojm, KOTOPBIE COIEPIKAT HE MEHEee 8 3HAKOB U
BKJIFOYAlOT B ¢e€0s CTPOYHBIC M NPOMUCHEIE OyKBEI, LU(PH X HECKOILKO CHMBOJIOB,
TaKHe Kak 3HaK JloJuliapa, pyHTa, BOCKIHIATeNbHBIH 3HaK u T.11. Hanpumep, $tROng!;;

4. He BBOJM CBOM JIMYHBIC JaHHBIC HA calfTaX, KOTOPLIM HE JOBEpACIIE.

Onexmponnas nouma

OnexTpoHHas MOYTa — 3TO TEXHOJIOTHS M PEIOCTABISEMBIE €10 YCIIYTH 110 NePECHUIKE U
MOJIYYEHHIO 3JIEKTPOHHBIX COOOINEHHH, KOTOpHIE pacHpefiesisioTcs B KOMIBIOTEPHOM CeTH.
O6br9HO  OICKTPOHHBIl ~ TIOYTOBBIH  AMMK  BBIVISAAT  CIEAyIOmMM  obpasom:

UMS_TNoNp30BaTensd(@ums_nomena. Taike KpoMe mepemadd IPOCTOrO TEKCTa, HMEEeTCs
BO3MO>KHOCTB IIepeiaBaTrh (aiiibl.

OcHoBHbIE COBETEI 110 Ge30macHoM paboTe ¢ HNMEKTPOHHON IMOYTOMN:

1. Hano BeiOparh MpaBHIIbHBI OUTOBLIH cepBHC. B HHTEpHETE €CTh OTPOMHBIH BBIGOD
fecraTHBIX TIOYTOBBIX CEPBHCOB, OXHAKO JIy4YIlle ZOBEPATH TEM, KOT0O 3HACHIb U KTO

IEPBBIH B pEHTHHTE;

He yxaseisait B yimuHOM moure juunyio mHGopmanmio. Hampumep, jiydme BriGpars

«MY3BIKAIBHEIN _(asaT@» umm «pok2013» BMecTo «remal3y»;

3. Hcnonp3yi ABYX3TAIIHYIO aBTOPU3AIMIO. DTO KOrza IMOMHMO IIApOJIs HYXXHO BBOAHTE
KOJ1, IpUchUIaeMblii o SMS;

4. Bribepu CHOXHBIH 1apoib. JII KaXZOro MmoyToBOrO SIUHKA JOJDKEH OHITH CcBOM
HaJIe)KHBIA, YCTOHYHBEIH K B3JIOMY I1apOJIb;

5. Eciu ecTh BO3MOXHOCTh HANMCAaTh CaMOMY CBOW JIMYHBEIH BONPOC, HCTIONB3YH 3Ty
BO3MOXKHOCTB;

6. Hcmonb3y#t HECKONBKO IOYTOBBIX SUIMKOB. [IepBEIA A YacTHOH MEPENHCKH C
ajpecaraMH, KOTOPBIM Thl JIOBEpsellb. OTO JJICKTPOHHEIM ajJpec He Hano

HCIIONIE30BATH IIPH PErHcTpanuy Ha Gopymax u caitax;

He orkpbiBaii ¢aiiibl u apyrue BIOXKeHMs B IMChMaX JaXe €CIM OHM MPHIUIH OT

TBOMX JIpy3eii. JIydiue yTounu y HUX, OTNIPABIIIN JIH OHH Tebe 31U Dai kT,

Ilocne oxoHvanus paGoTHI Ha MOYTOBOM CEPBHCE IEpe] 3aKPHITHEM BKIALKH C
caifitoMm He 3a0yap HaxaTh Ha «BLIATHY.



Kubepbynnune unu eupmyansroe usdeeamenscmeo

KubepOymmisr — npecienopanue cooOINeHMAMH, COAEPXKALMMY OCKOPOJIEHHS,

arpeccuio, 3alyruBaHue; XyJIHIaHCTBO; COUMAIbHOE OOHKOTHpOBaHHE ¢ MOMONIBIO Pa3IHYHBIX
HHTEPHET-CEepBHCOB.

OcHOBHBIE COBETHI 110 60pKbe ¢ kubepGy ITHHrOM:

1. He 6pocaiics B Go#t. JIyuinuit cnoco6: mocoseroBarbes Kak ce0sl BECTH M, €C/IH HET
TOro, K KOMY MOXHO 00paTuThesi, TO BHa4aJlé YCIOKOMThCA. ECIH THI HAaYHEIIh
OTBe4aTh OCKOPOJICHHSIMM HA OCKOpPOJIEHMsA, TO TONBKO emie GOoJbIIe pa3soiOKemb
KOHG}IIHKT;

2. Vmupasnsit cBoei kubeppenyranueit;

3. AHOHHMMHOCTh B ceTH MHHMas. CymecTBylOoT crnocoObl BBISICHHTH, KTO CTOMT 3a
aHOHHMMHBIM dKKAYHTOM;

4. He crout Bectu xymuranckuit 06pa3 BUpTyasHol sxusnn. VHTepHET buxcupyer Bce
TBOM JCHCTBHSA U COXpaHseT HX. Y 1anuTh X Gy[eT KpalHe 3aTpyJHUTENBHO,

5. Cobironait cBo¥ BUPTYaIbHYIO YECTh CMONOAY;

6. Wrxopupyit enuHWYHBIH Heratus. OJHOpa30BHIE OCKOpPOHTENBHBIE COOOIEHHMS
JTyuiie MrHopupoBaTh. OOBIYHO arpeccus MpeKpamaeTcs Ha HauanbHOM CTaum;

7. ba arpeccopa. B mporpammax o6MeHa MrHOBEHHBIMH COOGIIEHUAMY, B COIHATBHBIX
CETAX €CTh BO3MOXKHOCTH OJIOKHMPOBKH OTIPaBKH COOOINEHHH ¢ OIpe/IeIEHHBIX
anpecos;

8. Ecmm 71l cBuzerenr xuGepbymmmnra. TBou aeHcTBUS: BEICTYIIUTH IIPOTHUB
TpecieloBaTeNs, IOKa3aTh €My, YTO €ro ACHCTBHSA ONEHHBAIOTCHS HETATHBHO,

NOJACPKATh XKEPTBY, KOTOPOH HYXHAa IICHXOJOrHYecKas IOMOIb, COOBIIHTE
B3pOCIBIM O (PaKTe arpeCCHBHOTO NMOBEICHHS B CETH.

Mobunbuwiii menegon

CoBpemennbie CMapTQOHEI M TUIAHIETSI COJAEPXKAT B CeOE BIOJHE B3POCIIBIH
QyHKOMOHAN, W Temeph OHM MOTYT KOHKYDHDOBATE CO CTAIMOHADHBIMH KOMITBIOTEPAMH.
Onnaxo, CpeACTB 3aIUTHL st OJOGHEIX YCTPOMCTB MIOKA 04eHh MaJo. TecTHpoBaHHe H MOHCK

YA3BHMOCTCH B HHX NPOMCXONHMT HE TaK WHTEHCHBHO, Kak juit ITK, To xe camoe kxacaercss u
MOGHJIBHBIX IIPHIIOKEHMIA.

Cospemennbie MOGHIBHBIE Gpay3epsl yke NPAKTHYECKH HOTHATH HACTONBHBIE aHaJIOrH,

ONIHAKO pacliMpeHHe (YHKIMOHAJa BieYeT 3a co0OoM GONBIIYI0 CIOXKHOCTL W MEHBIIYIO
3aIUIIEHHOCTD.

Jlasiexo He BCe MPOHM3BOAMTE/H BBHITYCKAIOT O0HOBNCHMs, 3aKPHIBAIOIIME KPUTHUECKHUE
YSI3BHMOCTH ISl CBOMX YCTPOMHCTB.

OcHOBHEBIE COBETHI JIs 6E30MACHOCTH MOGHIILHOTO Tenedona:

1. Huyero He sBisieTcsi mo-HacTOSIIEMy GeCIIATHBIM. Byns ocropoxen, seas xorza
Tebe mnpennaraoT GecraTHBI KOHTEHT, B HEM MOryT OBITH CKpBITBI KaKHe-TO
IUIATHBIE YCIIYTH;

2. [lymaii, mpexcne yem otnpasuts SMS, goto wim Buaeo. Thl TOYHO 3HAEIIb, IJIE OHH
OyAyT B KOHEYHOM HTOTE?

Heo6xonumo 06HOBIATE onepanuonnyio CHCTEMY TBOETO cMapTdhoHna;
Hcnons3yii aHTHBEPYCHBIE IIPOrPaMMEI 15l MOGHIILHBIX TenedoHOB;

(5]



5. He 3arpysait npuJI0KeHUs] OT HEH3BECTHOIO HCTOYHHKA, BEIb OHH MOTYT COZEPIKATh
BpPEOOHOCHOE NMpOrpaMMHOE OﬁeCHC‘IGHHC;

6. Ilocne Toro xax Thl BeIAJEIs C caiiTa, Il BBOAMWI JHYHYI0 MH(OPMALHIO, 3aiIy B
HacTpoiiku Opaysepa u ynamu cookies;

7. llepuomuyeckyu npoBepsii Kakue IUTAaTHBIC YCIYTH aKTHBHPOBAHBI HA TBOEM HOMEDE;

8. Jlamaii cBo¥ HOMEep MOOHJIBHOTO Tene(oHa TOJBKO JIOAAM, KOTOPBIX ThI 3HACIIb H
KOMY OOBE€pACIUb,

9. Bluetooth momxer ObITh BBIKJTIOYEH, KOTJd Thl UM HE MOJb3yewbes. He 3a0piBait
HHOT/a IIPOBEPATH 3TO.

Online uzpwi

COBpGM&HHHe OHJIaﬁH'HI'pr — 2TO KpaCOYHBIC, 3aXBaTBIBAIOUIHC Ppa3BJICHYCHHA,
00beIMHAIOIME COTHH THICHY YEOBEK MO BceMy MHpPY. MIrpoku HCCNEeayIOT JaHHBIA WM MUD,
obwaroTes Ipyr ¢ ApyroM, BBIIOJHAIOT 3aJaHUA, CPAXKAIOTCA C MOHCTPAMHM M MOTYYalOT OIBIT.
3a yIOBONBCTBHE OHM IUIATAT: [OKYIAIOT JMCK, OIUIAYMBalOT aboHeMeHT uau mpuobperaror
KaKHe-TO OIIIHH.

Bce sru cpencTBa MAYyT Ha NOANEpKaHHE M PasBUTHE HIPHl, a TAaKKEe Ha camy
6€30MmacHOCTh: COBEPLICHCTBYIOTCS CHCTEMbl ABTOPH3AL(MM, BBIIYCKAIOTCS HOBBIE IATYH
(mAbpoBbIe 3amaTky IS IPOrPaMM), 3aKPEIBAIOTCS YSI3BUMOCTH CEPBEPOB.

B nonobupIx Hrpax CTOHT OIacaTbCi HE CTOJIBKO CBOMX COINEPHMKOB, CKOJIBKO KpaXKH
TBOCTO ITapoJisi, HA KOTOPOM OCHOBAHA CUCTEMa aBTOPH3aIlHH OOJBIIHHCTBA Hrp.

OCHOBHBIE COBETHI IO 6@30MACHOCTH TBOETO UIPOBOTO AKKAYHTA:

1. Ecnu apyro# urpok Bezet cebs mI0xo wix co3gaeT Tebe HeMPHUATHOCTH, 3a610Kupyi
€ro B CHHCKE HIPOKOB;

Ioxanylics aOMHUHHMCTpPaTOpaM HIPHl Ha IUIOXO€ IOBEACHHE JTOr0 HIpoOKa,

JKCJIATCIIPHO IIPHIOKHTE KaKHe-TO JOKa3aTe/lILCTRa B BHIC CKPHHOB;

He ykasbiBait nu4Hyio nHGOpMaIHIO B ipodaiiie urpsr;

YBaxail IpyruX y4acTHHKOB IO HIDE;

He ycranaBnuBaii HeopuuuaabHbIC NATYA U MOJIBL;

HMcnone3yit cioxHble B pasHble NAPOJIH;

Jlaxxe BO BpeMs MIPHI HE CTOMT OTK/IOYaTh AHTHUBHPYC. IToka TEI WMrpaents, TBoi
KOMIIBIOTEP MOTYT 3apasuTh.

o

Nowew

DUUUHZ UTU KPAICA NUYHBIX OAHHBIX

OGbr4Ho#t Kpaxkelf NEHEr W NOKYMEHTOB CETOJHS yXe HHKOTO HE YAMBHINb, HO C
Pa3sBUTHEM MHTEDHET-TEXHONOTHH  3/IO0YMBIIUICHHHKH TEPEMECTHINCE B WHTEDHET, H
NPOZAOJDKAIOT 3aHUMATHCS «JIIOOUMEBIMY JIEJIOM.

Tax mosiBHnack HOBas yrposa: WHTEPHET-MONIEHHHYECTBA HITH (ummunr, riasras nens
KOTOpPOro COCTOMT B IOJYYCHHH KOH(HIEHIMAIBHBIX OAHHBIX II0JIH30BATENEel — JIOMMHOB H

naposieii. Ha anrmnuiickom s3eike phishing unraercs xak dummar (ot fishing — priGuas nosis,
password — mapons).

OcHoBHEI€e cOBETHI 110 Gopsbe ¢ GrmmATOM:

1. Cnemn 3a cBouMm akkayHToM. Ecnu ThI NOJIO3peBacillb, YTO TBOA aHKeTa OwnuIa
B3/IOMaHa, TO HeOOXOAMMO 3ablOKHpOBaTh € M COOBIIUTEH aJIMUHHCTPaTOpaM
pecypca 06 3ToM KaK MOKHO CKOpee;



2. Hcnmoms3yit GesomacHsle BeG-CaiiTh, B TOM YHCIE, UHTEPHET-MarasuHoB W
IIOUCKOBBIX CHCTEM;

3. Hcnomb3yit cnoxusle U pasusie napomn. Taxum o6pasoM, ecinn Tebs B3IOMAKOT, TO
3JIOYMBIINICHHUKH II0JIy4aT JOCTYI TOJBKO K OJJHOMY TBOEMY MPOIIIIO B CETH, a HEe
KO BCEM;

4. Ecmu T1ebA B3nOM@iM, TO HEOOXOMMMO IPEAYNpPEAHTh BCEX CBOMX 3HAKOMBIX,

KoTopeie 100aBiieHbl y Tebs B Apy3biX, O TOM, YTO Tebs B3JIOMaIM M, BO3MOMKHO, OT

TBOETO IMEHM OYIET PacChUIATLCS CNIAM M CCRUIKHM HA GUUIMHTOBEIEC CAlTEY,

Yeranosu Hanexus napons (PIN) Ha MoOKIBHEIH TenedoH;

Oriioun coxpaHenue napois B 6paysepe;

He orxpeisali daiinel n apyrue BloXKeHUs B NMCBMaX AAXE CCIM OHM NMPHIUIA OT

TBOMX Jipy3eH. JIyume yTounM y HEX, OTIPABISsIIHA i OHU Tebe 3Ti daitibl.

e B it

L{ughposas penymayus

[ludponas penyranms - 5T0 HeraTHBHAA WM NO3UTHBHAS WH(OPMALHES B CETH O Tebe.
Komnpomerupyromas uHGOpManus pa3MeIIEHHAas B MHTEPHETE MOXKET cepbe3HbIM 00pasoM

OTPasHTCA HA TBOCH peansHOH ku3HH. «L{udposas pemyTauus» - 3T0 TBON HMHIDK, KOTOPHI
dopmupyeres u3 nHpOpMaimH 0 TeOe B UHTEPHETE.

TBO€ MECTO JXMTENBCTBA, YueOLl, TBOE PHHAHCOBOE TONOKEHHE, OCOBEHHOCTH Xapakrepa
H paccKasbl O OJIM3KHUX — BCE 3TO HAKAIUIMBAETCA B CETH.

Miiorue moapoCcTKy JIErKOMBICTIEHHO OTHOCATCS K IyONMKALMY JIAUHON MHPOPMALUK B
VuTepreTe, He MOHMMAs BO3MOXKHBIX MOCHeACTBHH. Thi Aaxe HE CMOMKEITb OTAfAThCS O TOM,

uTo QoTorpadus, pasmemenHas 5 JieT Hasaj, CTaNa IPUUYUHOK OTKa3a MPHHSATH Te6s Ha paboTy.

KommenTapuy, pasmeuiende TBoumx Qororpaduit u Ipyrme AeHCTBHA MOIYT He
MCHE3HYTL N@Xe IOCNC TOro, Kak Thl WX yAanuiub. Thl HE 3HACMb, KTO COXPAHHI 3Ty
HH(bopmaumo, [IoraJia Jii OHa B IIOHCKOBBIC CHCTEMBI H COXpaHHJIaCh JIH OHA, a IJIaBHOE: 4YTO
NOyMalOT O Tebe OKpYXKaromiee JIO/H, KOTOPbIe HAWAYT ¥ yBuaaT 510. Haiitn mudopmanmo
MHOTO JIET CIYCTS CMOXeT JIOOOH — Kak M3 J0OphIX MOOYXIeHHH, TaKk B ¢ HaMepeHHeM
NPUIUHKUTE BPEeA. ITO MOXKET ObITh KTO YTOZIHO.

OcHOBHBIE COBETHI 110 3alIUTe HE(POBOI PeNyTaLHA:

1. Tloxymaii, npexae 4yeM 4To-TO NMyGIHMKOBATH M IEpeiaBaTh y cebs B Gnore unu B
CONMaIbHOM CeTH,

2. B Hactpoitkax npouis yCTaHOBH OrpaHHUYEHHs Ha IPOCMOTP TBOETO npoduIs u ero
COIEPIKHMOT0, ClIeNIal ero TOIBKO KIUIA Apy3ein;

3. He pasmemaii u He ykasbiBait “HOPMAIMIO, KOTOPas MOXKET KOTo-u6o OCKOpOIATH
MM OOHKaTh.

Aemopcroe npaso

CoBpemeHHble IIKONBHHKH— AKTHBHBIE TOJNB30BATENH LHUMPOBOTO NPOCTPAHCTBA.
OunHako Janexo He BCE 3HAIOT, YTO II0IE30BAaHHE MHOTMMH BO3MOXKHOCTSMH UuppoBOrOo Mupa
TpeGyeT CoOMONCHU paB Ha HHTEUIEKTYAIbHYIO COOCTBEHHOCTD.

Tepmun «HHTENIEKTYaNbHAS COOCTBEHHOCTB» OTHOCHTCH X PasIMYHBIM TBOPEHHSIM
HCIOBEUCCKOro yma, Ha9MHas ¢ HOBBIX M300peTeHuH U 3HAKOB, 0603HAYAIOINX COGCTBEHHOCTS

Ha TPOAYKTBI M yCIYTH , W 3aKaHUMBas KHHramu, ¢ororpadusamu, KMHOQWIEMAMH W
MY3BIKIbHBIMH IIPOH3BEICHUAMH.



ABTOpCKHE IIpaBa — 5TO IpaBa Ha HHTEIUICKTYAIbHYIO COOCTBEHHOCTh Ha IIPOM3BEICHUS
HayKH, JTMTEpaTyphbl H HCKYCCTBA. ABTOPCKHE NPaBa BBICTYIIAIOT B Ka4eCTBE ApaHTHH TOTO, YTO
MHTEJUICKTyaIbHBIA/TBOPYECKHH TPy aBTOpa He OyIeT HAIpacHBIM, NACT €My CIpaBeUIHBbLIC
BO3MOXHOCTH 3apaboTaTh Ha pe3ynbTaraX CBOEIO TPy, IONYYNTh H3BECTHOCTD H NMPH3HAHMUE.
Huxro Ges paspermenus aBropa He MOXET BOCIPOM3BONUTE €0 IPOU3BEIEHHE, PACIIPOCTPAHSTE,
MyONMYHO JIEMOHCTPHpPOBATh, MpOJaBaTh, MMIOPTHPOBATH, IYCKaTh B IPOKAT, IyOIHYHO
HCIIOJIHATD, 0KA3BIBATH/UCTIOIHATE B shupe unu pasmemars B Uurepuere.

Mcnonp30BaHue «IIHPATCKOro» MPOrpaMMHOTO 00eCTIeYeH s MOXKET IIPUBECTH K MHOTHM
pucCKaM: OT I[IOTEpH NaHHBIX K TBOMM aKKayHTaM [0 OJIOKHDOBKH TBOEro YCTpOHCTBa, rie
YCTAHOB/JICHHBII He JeranbHas nporpamma. He crour Takke 3abbiBaTh, 9TO CYyLIECTBYET
JieraibHbie 1 GecrulaTHBIE IPOrpaMMEI, KOTOPhIE MOYKHO HAWTH B CETH.

O nopmane

CereBn4oKk.pd — TBOM INIABHBIN COBETYMK B CEeTH. 3AeCh THI MOXCEIb y3HATH O
0€30IaCHOCTH B CETH MOHATHBIM U AOCTYIHBIM A3BIKOM, @ IIPH BO3HHKHOBEHMH KpUTHYECKOMH
CHTyalliH OOPaTHThCS 3a COBETOM. A TAaKKe NPHHSATH y4acTHE B KOHKYPCAX H CTAaTh CaMbIM
1M (POBEIM I'paXkJaHHHOM !



